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1. InguszasAnazilvanedeensaans
1.1 Inguszaen

N5ARTUNUIRNISAUABLIRIMNg AR Tl
TingUszasdiionnsingiunazadanszuiunsiiluszuu (Systematic Framework)

[

lunsnevauawisalinisel lnelseavidundiail:

o iiodmualassaiunisiuiiemmanidunaznalnmsdaduleiivaiau
anmnududounardofianarnlunmsuftRnudleianiigings

o leatranusiilalumundonld (Availability) vesuimslassadsiiugiu
wiludmvenaIetnenmely warssuuanuasnsenamenmdid Aty (CCTV, Access Control,
JYUUAUMNEBY Data Center)

o leysannmismsviausiudugliuimsansuen (Outsource Vendor) figuaszuutaatng (MA)

Tidulumunesgiudennasszaunisliuinis (SLA) egadiuszdnsam

1.2 Whnaneilieensaneans

e N133NWIANABLUDIYDIUINITARNIN: 1NTHUULALYDIM9d1504 (Redundancy)

e liyaaInsanusaifssruuudAuuAaInliegeliseuse

L4 ‘&J L Yo

wilassasrsnugundnaglasunansesny
e  NTAANANTENUIINNITVEAYLIN (Minimizing Downtime):

ussgid e sregiaIn1siAusEuY (RTO) mufivithsaummue ieldlinsgnusenisianan
o M3inwANNANYIalvasdeya (Data Integrity):

afiunsdaivuazundosdoyanussuupanifed1uasens

wialviiulainagldiinisgayymevesteya (Zero Data Loss)

2. laseaFeiiuuinisinnisgianisal

Usznaumy 3 npgumnan:

e #U"3 (Management): gildunausenialduny sudinsinduladeuleuie
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o Jinauladi (IT Operations): Qmwﬂimuamumimmmmu ATUANNTINAUISUY
wazUsyanuumaila

o flviusnsnieuen (Vendon): fiieivayiiguasuiinveudiyay1 MA seUU Network

Tunmsinunlatymlassaimdnuasgunsal Hardware

3. NFAATIINANTENUNGIND (BIA)

(%

sruulAseaseiiugIu / uins JEAUANNEATY Whnnegangau (RTO)

]

SEUVUNENUL Cloud 3nga (Critical) nelu 1 -2 Falug
Lazdunesiin

SLUUMIUANNISIUI-80N WA g4 (High) ety 4 Tl
ccrv

szuumsevIuneluy nelu 8 Talus
(LAN/WIFI) wag AD

4. NAgNSANUABLNBMNIGINT

MNBNUMTUANAYNSITITN Lnegatiun1sInmsuussuunIaYIed1saiuu Dual WAN
wazmsfourorulasnensAnsiidoudl (56 Failover) WuimiladAglunmsidnfenanan
WIPUNUNTEUNYUIRNEU (Manual Key) d15UseUU Access Control wagnisdnsasbniin (UPS)

insouAguIes Data Center Wadaiiantuniswilydam

5. Yunaun1sU{UReU (Incident Response Swimlane)

NILUIUNNTNBUAUBINBUARNLAULUIAUUNUIMANUTURAYOU (Swimlane)

Weliiuduniansujifnuidanuysannissuiu:
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HUIYNS

(Management)

Fuauledt (T

Operations)

HluSmsnnguen
(Vendor MA)

1. ATIANULYR

(Detection)

1DWADINUANMURAUNRY
9995%UU Network/Cloud
W3BlASULI NN TATD

wUU NMS
LIadauanuggUnsal
LATRUENYAVNTY

2. Uszialuna FUTBNUANIUNT | AATIBRAIINTULS M3390U Log
(Assessment) alpnidudosiy MNANAITEUUANAY wazUseiliuanve
RTO iissagudoya (Root Cause) ¥4
Hardware/Link
3. UsemAlduau auiAnisUseniald | uwdadouupanslielen | dnmseueslnauasiiu
(Activation) Wy BCP Iszuudises / oyl AN luny
wazdsnnsdoans Vendor fnituil SLA (i nnglu 4
BIANT v11.)
4. fAuszuy Aasnuanuzniset | Walddumesidadses Wavugunsal
(Recovery) lodgymedndlndln | (Failover) uazquasyuu | Hardware #3aunly
Security nelu Configuration
Alwsann
5. ndugund UsgmeAgnidnnie | yedeuseuusiuiu User | dauausenunisunly
(Restoration) aNLAY wagUFunduganignis Uy (Incident

YIN9IUNAN

Report)




6. NSNAFIULAZUIFITN W ILHY
Wa lwkuliauviuatekasnsauldu nihenuaIzhag:

o dnn1sfenunuuulfiy (Tabletop Exercise) I1aotaniunisalnnalsiuasusossuvan egetosUay
1A%

o VUMULBYANIIAAsD (Call Tree) wardeyey1iu Vendor MA 1nsau 6 Lo
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o wsryURgRnsinwanuiuntasndeluues wa. 2562.
e |SO/IEC 22301:2019 Security and resilience — Business continuity management systems.

e NIST Special Publication 800-34 Rev. 1: Contingency Planning Guide.
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